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Strategic Plan

Purpose Thisstrategic plan outlines the efforts of First Baptist Church Morehead CityNFET)
leadership to facilitate the safety and security of church members, staff and guests during regularly
scheduled services.

Safety TeamFB@VHC leadership witkecruit, train and maintaina volunteer safety team
coordinator, individual team leaders and team members to assist the church leadership in
implementing this Strategic Plan for Safety:

A. Recruit: The safety team will be comprised of volunteers from the church mempershi
obtained via referral from FBERIHC leadership, current team members or following
solicitation via the church bulletin. Specifically needed are members with maturity,
knowledge of church operationsnembershipand those with experience planning,
providing or overseeing safety and security services.

B. Train: Training for Safety Team members will be accomplished through an initial orientation
session, quarterly safety team meetings and knowledge sharing among team members.

C. Maintain: The Safety Team Coordimawill facilitate discussions at least quarterly to
identify and capture best practices, lessons learned and to address team member concerns.

Risk AssessmenEB@VIHC leadership, in coordination with the Safety Team, will evaluate safety
and security riks at least once annually to determine the areas and activities that present the
highest risk. Risk should be-assessed prior to all significant modifications of the facilities,
internal/external security measures or operations. For the purposes of#uson, risk is comprised
of three components: 1) Safety/security threats, 2) Vulnerabilities and 3) Consequences.

Safety PlanFBE@HC will maintain a Safety Plan that identifies the following:
A. The ples and responsibilities of leadership, the safetynteand thecongregation
in maximizing safety.

B. Safety and Security Risks

C. Protection measures to mitigate risks

Outreach FBEMHC leadership will periodically disseminate pamphlets and may provide
information sessions to the congregation to promote safetyl security preparedness.

At a minimum, the Safety Team Coordinator will engage with the Morehead City Fire and Police
Departments during the annual risk assessment and safety plan review to identify new threats,
familiarize first responders with any neskanges at FBRMHC and to identify any real or perceived gaps
in safety or security measures provided by the City.



Procedures for Safety Team

The Lord has called us to serve the members of First Baptist Church in a broken and fallen world with
grace anchumility. We accept and encourage broken people to come and hear the Gospel message.
The Safety and Security Team is a ministry called to be servants first and to protect when called upon.

There are several levels of safety and security needed to pritese who come to our campus. They
may be as minimal as asking someone to refrain from coming on campus to responding to someone
meaning to do great harm to those on campus.

These procedures are a guideline to handle many of these incidents as posglbkbe goal of
continuing to enable open ministry that is effective.

The Safety Team will initially be responsible for Sunday morning services and Wednesday night
activities. The team is asked to

1 Provide afirst line of defense in all-gsk situatons such as civil disobedience afisruptive
behavior of individuals (including those with weappns

1 Assist with evacuation plans if necessary.

1 Assist withmedical emergencies if necessary.

Procedures for Sunday Morning
i Team members should arrive and leady to serve at 7:45am.
0 Onein the Welcome Area & Monitoring Cameras
0 One in the Family Life Center
0 One Walking Around Facilities (exterior & interior)
9 Be sure to have your radio and ear phones.
1 Lock doors in the FLC, Breezeway, and Nursery entranceuat 11
1 Remain on campus until everyone as left the building.

Duties include:
Greeingall people as they arrive on campus.
Monitoring the interior and exterior of buildings.
Monitoring for people who appear to be distraught.
Approaching and politely questiing needs/wants.
Determine if there is a potential threat.
Alerting Pastor / Associate Pastor if a suspected emergency arises and considering/recommending
the action plan needed to correct the issue.

0 Lockdown of building

o Evacuation of building

o Contactingpolice/ 911 Response
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Safety Team Policy

Our role is to keep our people as safe as possible in the event of fire, bad weather, tornado, personal
illness and yes, an active shooter. We are not asking anyone to bring a weapon, but at the same time
we arenot putting up signs that guns are prohibited. With that said, if you have concealed carry permit
it is your right to carry as you feel necessary. Just remember to ensure that it is concealed.

Safety Team Members

Name

Email

Phone

Gordon Laughton TeamLeader

gordon.laughton@gmail.com

252241.6776

Dan Williamg Team Leader

danwilliams@ec.rr.com

252241.3211

Chip Coble chipcoble@yahoo.com 252.725.2384
Tony Deluzio tdeluzio95@gmail.com 210.884..4274
Bill Hall 127camper@gmail.com 252.670.3102
JeffHowell hwyhog@hotmail.com 919.995.8563

Ron Johnston

touchdown.johnston@hotmail.com

252.714.1967

Linda Johnston

johnstonlindal@gmail.com

252.646.5006

John Mclntyre

john@boatyard.xyz

252.773.0063

John Snipes john@snipesinsurance.com 919.754.7631
Judsorwalton judsonhwalton@gmail.com 252.241.7512
Bill Weidow wweidow@gmail.com 910.383.0617

Safety Team Members on Standby

Neil Chamblee neil.chamblee@gmail.com 252.723.9887

Ronald Stone rstone@friendlymedicaltransport.cor| 252.422.2300

Dean Urquhart durk1969@gmail.com 252.622.1793
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Establishing A Foundation For Church Security

If you are like most greeters and ushers (G/Us), you have little or no background in
emergency planning, protection or security activities. You may be a senioraged
member or have a disability or illness, or you may be youthful and inexperienced in
dealing with people who are upset. You may be friendly in a quiet way or assertively
outgoing. You probably thought your role as a greeter or usher would involve smiling,
shaking hands, directing guests, passing the offering plate and helping during services.
Fortunately, those will continue to be your primary tasks.

However, greeters, ushers, deacons, assistant ministers, teachers and the pastor, all
share responsibility for the safety and security of the congregation. You are not
expected to do it all yourself or act as a police officer or security guard but you are
expected to continuously observe people and the environment, assess the situation to
see if there is danger, and respond appropriately. Your challenge is to fulfill the dual

roles of greeter and guardian.

*You must he balanced in your approach. You must balance the need to provide a
~ feeling of welcome and openness with being watchful and appropriately wary. Some

G/Us are so unconcerned that they are rarely aware of what is happening around them,
while others are so concerned that they are tense and on edge all the time.

*You must be realistic about your church environment. When people gather for
worship, things are rarely as organized as they might be in some other meetings:
‘People arrive early and late and in groups and alone.
-Members and guests may roam around the lobby or wander down halls.
The lobby may be packed with people of all ages.
-Your church may not have a greeting area, or it may have a large lobby.
-If there is more than one service some people will arrive as others are leaving.
*Your post may be in the sanctuary and focused on seating people, or you may
be at the front door or in the lobby, busy with greeting, conversing and handing
out materials. in either case, you may not be able to contact every guest.

Your task is to keep these realities in mind as you ook for even small ways to plan and
prepare for an emergency. You may not have a perfect situation from the viewpoint of
safety and security, but you can improve the situation you have.

*You must be knowiedgeable. You need to know what to look for and what to do if
you see something of concern. You do hot need extensive training to be reasonably
effective. Your life experiences and some review and discussion will provide you with

most of the knowledge you need.

Other ways to gain knowledge about your security role:
-Read all of the written material you receive and review it regularly.
-Ask about anything you do not understand or with which you disagree.



‘Talk to other greeters and ushers, perhaps even those in other churches, to

develop plans for a variety of potential emergencies.
‘Find other resources and share them—but be sure they fit the guidelines

established by your church leadership.

*You must be willing and able to fulfill your security responsibilities. Your role is
too important to treat it as a joke or something you do not intend to do because it is not

comfortable for you. On the other hand, you must not react to people in a hostile,
humiliating or excessively fearful way. Being balanced, knowledgeable and proactive is

your goal.

Your security challenge: Be balanced; Be knowledgeable; Be realistic;
Be willing and able.




THE SECURITY ROLE OF GREETERS AND USHERS

You serve as a representative of the church and the pastor. You work as part of a
church team and must be careful to not go outside guidelines you are given. You should
not be more strict or more lenient than the guidelines, or base your actions on your
personal likes or dislikes about people or behaviors. Your actions can have an impact
on the reputation and welfare of the entire church. When in doubt, get another opinion

and assistance, unless the matter is an emergency.

Your primary security tasks are to observe and assess, then get assistance or
take appropriate emergency action. The best way for you to fulfill your role is to be
aware, alert and ready to get assistance. Going beyond that role can make a situation
worse, or get you or others killed or hurt in the case of a violent or threatening person.

*You should not carry guns, pepper spray, tasers or other devices without permission.
If permission is given the devices must be carried and used within the law.

+Get assistance if you have a concern: Ask one—preferably two—G/Us to assist you
if you need to talk to someone whose behavior concerns you or if you are checking on a
suspicious situation. Do not confront someone on your own unless you have no other
choice. This protects you, may prevent a violent action, and provides a witness about
anything that occurs. Stay alert to such situations so you can assist others quickly.

*Some G/Us have a well-meaning desire to counsel or pray with someone who is upset.
However, while you are talking to a person who seems threatening, volatile or irrational,
have another G/U call 911. There may be no time to get assistance if your atiempts to
communicate and counsel fail.

Your security activities should focus on: _
1. Observation: Observe people and the environment continuously and purposefully.

2. Assessment: Make a reasonable evaluation of the potential for harm.

3. Action: Get help, then warn and help others. You may be able to do something to
prevent violence or keep it from getting worse, but you should first try to get help and

warn and help others.

The security role of greeters and ushers:

1. You are a representative of the church. :

2. Your primary security tasks are to observe and assess
people and situations and take appropriate action.

3. Get assistance rather than trying to handle a situation on

your own.




Ministry Evacuation Plan

DEFINITIO

1

Evacuation: The orderly movement of persons in a building to a different location, inside another
building, or outside, if thelestination is safer than the original location.

Shelter in Place/Lockdown: Containing people in secure areas until released when a dangerous
situation is occurring inside the building, outside the building, or at a nearby location.

Triage: To pick and gpthe process by trained persons in sorting victims into groups based on
injury and survivability given limited resources.

Reunification: The orderly process of helping adult family and friends meet up following a disaster.
An orderly and documented pcess of allowing parents and/or guardians (with identification) to

sign for and pick up their minor child from a secured area.

ASSUMPTIO

=

An event that affects more than one building catastrophically is not likely to be accidental in origin.
Evacuated peple should not be directed to cross public roads or a train track.

Evacuated people should not be moving through or congregating in areas downwind of a perceived
hazard.

IMPORTANT CONSIDERATIONS

IDENTIFICATION OF HAZARD

PUBLIC SAFETY NOTIFICATION

DECISIONIO EVACUA

While a worship service is in progress, the pastor will announce to the congregation the need to

evacuate. A member of the Safety Team will convey the message to the nursery and other classrooms.

Convey the sense of urgency but keep peoplencalhe message should include the words: situation,
walk, calmly, etc. Avoid words like: emergency, danger, and run.

EVACUATION RESPONSIBILITIES

Pastor/Associate Pastor

il
il
)l

Give the evacuation message
Set the tone for calm, orderly, professional reactions
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Ushers/Greeters/Security Team

1
T

=A =4 =4 =4

Direct attendees to appropriate exits

Portray calm professional behavior. &Js 6 2 NRa f A1 S Ry A NIzyShhedhit IRALK
2y GKS g2NR dGNdzyé o

Determine if any people need assistance in moving to evacuation area and designate someone to

help them.

Identify people with medical needs.

Check areas of responsibility after evacuation to find victims or stragglers.

Donotalle | ye2yS (42 SyaGaSNI FFGSNI G6KSe KIF @S S@IF Odzr SR
Report to fire/police, safety team, and pastor the report of any missing persons and their last known
location.

Safety Team

T
1

Activate or reset alarm as needéflapplicable)
Whensafe, perform a preliminary damage assessment if necessary.

Sunday School Teachers / Volunteers

= =4 =4 4 -4 -4 A -9

1

Portray a sense of calm, smile, and encourage children.

Have children hold hands and lead to evacuation area.

Help those with special needs.

Check room fohiding children.

Turn off lights and close door when room is confirmed empty.

Keep your children together.

Document the time and person picking up a child. Turn documentation in to Associate Pastor.
Consider having children to sing to keep them busy. feathem of the sights and sounds they
may experience.

At the evacuation zone, determine if anyone needs medical attention. Report ®afetyTeam to
send first aid until ambulances arrive.

Stay with children until all are accounted for.

EVACUATION ARJrefer to Evacuation map)

=A =4 =4 =

Freeman Parking L&ehind the Church Cross Fisher Street
al NI K| Q&®arking Bo& A 2 Y

First United Methodist Church Parking Lot Crd$S®eet
Playground Aredy the Family Life Center
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BOMB THREAT CHECKLIS

= C

Phone Number where
Call Received:

BOMB THREAT

Time:

CALL PROCEDURES

Most bomb threats are received by phone. Bomb threats Hung Up:

are serious until proven otherwise. Act quickly, but
remain calm and obtain information with the checklist on
the reverse of this card.

If a bomb threat is received by phone:

1. Remain caim. Keep the caller on the line for as long as
possible. DO NOT HANG UP, even if the caller does.

2. Listen carefully. Be polite and show interest

3. Try to keep the caller talking to lear more information.

4. If possible, write a note to a colleague to call the

authorities or, as soon as the caller hangs up,
immediately notify them yourself.

5. If your phone has a display, copy the number and/or
letters on the window display.

6. Complete the Bomb Threat Checklist (reverse side)
immediately. Write down as much detail as you can
remember. Try to get exact words.

7. Immediately upon termination of the call, do not hang
up, but from a different phone, contact FPS
immediately with information and await instructions.

If a bomb threat is received by handwritten note:

e Call

e Handle note as minimally as possible.

If a bomb threat is received by e-mail:

| 1
ime Callr

Ask Caller:

|ﬂ

* Where is the bomb located?

(Building, Floor, Room, etc.)

e When will it go off?

e What does it look like?

e What kind of bomb is it?

e What will make it explode?

e Did you place the bomb? Yes No

e Why?

e What is your name?

Exact Words of Threat:

Information About Caller:

* Where is the caller located? (Background and level of noise)

Estimated age:

e Call e s voice familiar? If so, who does it sound like?
e Do not delete the message. 7 R
Signs of a suspicious package:
o No fetiimadiiess e Poorly handwritten Caller’s Voice Background Sounds: Threat Languag
e Excessive postage e Misspelled Words g Accent g Animal Noises 8 IMnooherenrtee
e Stains ¢ Incorrect Titles Q cam QO Kitchen Noises O Taped
e Sirange odor e Foreign Postage O Clearingthroat [ Street Noises O iational
- O Coughing O Booth O Profane
* Strange sounds. » (msricites b 0 Crackingvoice [ PA system O Well-spoken
e Unexpected Delivery O Crying O3 Conversation
0O Deep O Music
DO NOT: 0O Deepbreathing 0 Motor
e Use two-way radios or cellular phone; radio signals g g::g::zed g gt::;
have the potential to detonate a bomb. O Excited O Office machinery
e Evacuate the building until police arrive and evaluate O Female 0 Factory machinery
the threat. 0O Laughter 0 Local
Activate the fire alarm. g [ Q' Long distance
Touch or move a suspicious package. o I:::e Other Information:
O Nasal
WHO TO CONTACT (select one) 8 Bl
® Follow your local guidelines O Rapid
. A : - O Raspy
ederal Protective Service (FPS) Police O Slow
1-877-4-FPS-411 (1-877-437-7411) O Slured
e 911 O Soft
M  Shittor







Protect Your Congregatiofrom a Gunman

A police officer's advice on how leaders can reduce raskd possibly save lives.
By:Andrew G. Mills

What can leaders do to protect their people from an active shooter? No precaution is guaranteed to
preventtragedy, but based on my experience in the pulpit and on the police force, here are four steps
you can take to reduce riskand possibly save livesat your church.

Step 1: Work with local police

Learn their plans and capabilities. Most police agencies hdepted an "active shooter" philosophy.
This involves forming up quickly, moving in, and removing a threat with lethal force, all before an
organized evacuation, or the arrival of a SWAT team or negotiators. What does this mean for your
church if an "actig shooter" crisis occurs?

1 Designate one of your church leaders to meet with the police and review their strategy for
responding to a shooting in your building.

1 Educate your congregation on your church's policies for responding to an emergency, perhaps
through a brochure or a segment of your new member's class.

Step 2: Create a survey of your facility for police
Include in your overview:

1 Blueprints and photos (digital and hacdpy) of every room in the church, which police at a
command center can use to gia officers as they secure the church building

1 Emergency contact information for the church pastor, property manager, medical personnel,
and members of the church's crisissponse team

1 Keys to outside and classroom doors
1 Shut off points for gas, water, drelectricity
1 Designated rally points for families and medical triage

1 Any knowledge of existing threats, including anyone against whom the church or a member has
a restraining order

Step 3: Create a lockdown policy

If your local police department has artige shooter policy, a lockdown may be the best way to protect

the segment of your congregation that is in the building during a shooting, but outside the immediate
vicinity of the shooter. During a lockdown, certain areas of the church are required tdatiy and

barricade their doors until police arrive. Those inside during a lockdown should stay away from windows
and leave room lights on to ease the police team's search. A lockdown removes the chaos and confusion
of an unplanned evacuation, but bet®omstituting such a policy:



1 Determine which church leaders can order a lockdown and under what circumstances.

1 ldentify who can enter protected areas (such as the nursery), and how or if parents can retrieve
children during a lockdown.

1 Provide telephonesr intercoms that allow each lockdown area to communicate outside the
building.

Step 4: Prevent an incident
Situational crime expert Ronald Clarke coined these steps for avoiding anstabioter incident:
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Make it difficult for an intruder to enter your church unnoticed and take a seat wherever he wants. A

simple step forward in this area involves closing sanctuary doors once a service bediasnamgl

ushers to meet latecomers and guide them to designated seating areas.
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But other signs, such as a person's appearance or body language emplasger too. Ushers,

greeters, or church staff can identify a threat by monitoring entrances via surveillance cameras, well

placed windows, or simply by extending a personal greeting to any person who looks suspicious.
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where a lockdown policy is most effective, because it separates and protects the congregation from the
gunman.
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intoxicated. Train ushers to identify the warning signs of such a person, and coach them to deny access
firmly, but respectfully. These warning signs include people who are talking to themselves, or are

otherwise belligerentlf a pastor has a counselee who is particularly troubled, a head usher can be

recruited to show extra attention to that person if he arrives at the church.
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It is critical for leaders to be decisive. If the gunman targets a pastworoe other leader, those most

visible should draw attention away from the congregation. If the shooter targets the congregation,

direct confrontation is essential. This is dangerous, but you can improve your chances by distracting the
shooter. Weaken hishooting ability by throwing hymnals, yelling from multiple directions, and tackling
him from behind.

If the shooter does not penetrate deep into the sanctuary and is shooting randomly, take cover behind a
pew, pillar, or balcony. Most shooters will be lhermed and intend to inflict maximum damage.

Recognizing the grave danger, church leaders and members of a crisis team can save lives by closing the
gap between themselves and the shooter and overwhelming him.



Once a shooting begins, establish commutiacawith the police as soon as possible. Avoid chaos by
assigning only people on your crisis response team to call 911. Police will want to know the number of
shooters, location of suspects, types of weapons, possible traps or explosives, immediaegtofitind
location of sensitive areas such as Sunday schools or nurseries. The emergency dispatcher will instruct
the caller to stay on the line in order to provide ré¢imhe information to police on the scene.

When police arrive, stay on the ground untilyare told to move. People have a biiiiturge to run for
safety. But movement creates confusion and complicates the situation for police. When you do get up,
avoid sudden movements or any object in your hand that could be construed as a threat.

How to Ran in Advance

Every church should be prepared by appointing a crisis response team consisting of several people with
police, military, or medical training. Choose people for this group who will avoid sensationalizing or
trivializing your church's potentidor attack. Allow this group to provide ongoing training to the staff

and congregation, and to be the spiritual leaders who pray regularly for the safety of your church and its
members.

Andrew G. Mills is chief of police at Santa Cruz Police Depart@atitofnia).






Carteret County Sheriff’s Office

Security and Safety Planning Guide for
Businesses and Places of Worship

Sheriff Asa Buck

Compiled by:
Deputy David Bratton

Carteret County Sheriff’s Office
304 Craven Street Beaufort, NC 28516
david.bratton@carteretcountync.gov

These materials were prepared in part by referencing suggestions contained in the Place of Worship

{ SOdzNAR (& YR {II¥SG@& DdzARSXI LINPRdzOSR o6& G(G(KS b2NIK



INTRODUCTION

Place of worship and workplace violence can happen anywhere and at any time. No one or place is
immune from the devastating effects of these violence acts. A person stands a much better chance of
surviving an attack it they have an understanding of what’s happening and make advanced plans [or
when it happens. Tt is hoped that this informational and training outline will better equip your place of
Worship or business to survive these acts of violence if they ever occurs.

The information presented in this handout is laid out in three broad planning steps of:
» PREVENTION
» DURING THE INCIDENT

» THE INCIDENT AFTERMATH

This material is designed to be used as part of the community outreach of the Carteret County Sheriff’s
Office in regards to planning for an active shooter and workplace violence incident that may occur at
your place of worship or business. In addition, this security outline can be used to identify and mitigate
other security issues you may have.

Fach planning step will contain several modules. When you finish working through the modules of that
planning step you can set it aside and start on the next one. When you have completed all of the
planning steps, and when you combine them, you will have written your basic security plan for you
church or business.

The Carteret County Sheriff’s Office stands ready and willing to assist you, and your team in planning
for incidents such as these. At your request we can work with you and advise you while you’re
completing your security plan. However you must also consult experts knowledgeable about your
particular security needs, such as insurance companies and professional security trainers before
implementing your security plan. These materials are a basic guideline for security planning and you
should expand on these materials as necessary to develop a security plan tailored to your particular
needs.

Planning Steps
Planning Step One: PREVENTION

Planning Step Two: DURING THE INCIDENT

Planning Step Three: INCIDENT AFTERMATH



PREVENTION

Before you can effectively attempt to prevent something you have to know what it is you're trying to
prevent. In this case it is an active shooter or other workplace viclence within your place of worship or
business.

A few statistics are in order to better understand how to prevent, prepare for, respond to, and recover
from incidents such as these.

The FBI identifies an active shooter as an individual actively engaged in killing or attempting to kill
people in a populated area with a firearm.

Between 2000 and 2013 the FBI identified 160 active shooter incidents.

They found that on average 11.4 incidents occurred annually, and incidents occurred in 40 of the 50
states. 70% happened in commerce (businesses), 46% happened on educational property, 3.8%
happened at places of worship. In 69% of the incidents they ended in five minutes or less.

In Addition, the FBI reports that between 2014 and 2015 40 incidents in occurred in 26 states, there
were 231 casualties: 92 killed, 139 wounded (excluding the shooter).

4 law enforcement officers were killed and 10 wounded in 6 incidents.

3 unarmed security guards were wounded.

6 incidents ended when citizens acted to end the threat.

26 incidents ended with law enforcement at the scene.

14 incidents ended with an exchange of gunfire between the 16 shooters and law enforcement.
Of the 44 shooters 39 were male and 3 were female, 2 were husband and wife teams.

16 shooters committed suicide and 14 were killed by law enforcement.

12 shooters were apprchended.

VVVVVVYVYY

Active shooters and work place violence can happen anywhere and at any time. The better you
understand what they are and how to prepare for them the greater chance you have to prepare for,
respond to, and recover from these types of events.



The first planning step is PLANNING & PREVENTION.

A complete plan must start with looking at how to prevent or mitigate an incident and this starts with
planning and organizing a response the event.

PLANNING AND OVERSIGHT COMMITTEE MODULE

A Planning and Oversight Committee should be formed to provide a forum and vehicle for developing
and implementing a plan for preventing and mitigating an incident. This committee should continually
refine the plan, and planning process to keep it up to-date. This committee should provide on-going
oversight to address all of the unique safety needs of your place of worship or business before, during,
and after a critical event.

Who should be on the Planning and Oversight Committee?
The committee should be comprised of the key personnel and other stakeholders in your place of
worship or business, who in turn should consult with appropriate stakeholders. '

Who:
» Appropriate Managers or Department Heads
» Pastoral Staff for places of worship
» Other key members of your organization

Other Stakeholders:
» Law Enforcement
» Fire and EMS personnel
» Counselors
» Any others deemed appropriate

The objectives of this committee are to:

» Complete a security risk assessment to include the facility, policies and procedures, business
practices, and operations.

» Develop and adopt a security plan.

> Assemble a security team and appoint a security team leader to implement the plan.

» Coordinate training and education for all employees and or members of the organization.

CONDUCTING A SECURITY RISK ASSESSMENT MODULE

Your local law enforcement agencies, along with the fire and EMS agencies that serves your arca
should be involved in conducting the initial security assessment. Another option is to use a private
security consultant. The goal of the security assessment is to locate and identify existing risks, threats,
and vulnerabilities of your place of business or place of worship. These vulnerabilitics would include
external threats such as active shooters and other workplace violence, and internal risks such as
business practices, failing to vet volunteers, weak handling money policies, etc..



Some of the specific items and issues to be surveyed would be:
The Facility

Security of all buildings
» Door and window locks.
» Lighting both inside and outside to include parking lots.
» Are all doors exterior and interior lockable?
> Security systems, such as alarms and there effectiveness.
» Current need for and use of security cameras.

Distance from Help
» What is the response time for law enforcement to arrive if calied?
» What is the response time for fire or EMS if they are called?
» What are you equipped or trained to do until they get there?

Employees, Staff and Volunteers

Audit your hiring and application practices for thoroughness.

Ascertain if key personnel and people handing money need to be bonded.

Background investigation should be conducted on volunteers.

Is there training regarding active shooter and workplace violence, along with other emergency
issues that may occur. When was it last updated?
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The demographics (age, etc.) of the area you’re serving along with any surrounding community
threats.
» Do you know the situations and issues the people in the area you serve face daily in their
lives? ‘
» Are you in a high crime area?

Child Protection Protocol

If you deal with children in your operations do you have protections in place concerning them?

» Background checks for everyone dealing with children, and what to scope of the
background check will cover.

% Do the rooms where children may be have widows or other means to be seen into at all
times?

» Current policies and procedures in place that direct your actions regarding dealing with
children within your settings.

» Is there a current procedure in place to report any incidents regarding children?

» Are there procedures to check a child into and out of your facility? Who are authorized
to check a child out?

» Evacuation and care plans for children if they are in involved in an emergency situation.

» Dmergency contact number(s) for each child’s legal caretaker.



Communications
Internal Commnunications

Iow are you accomplishing your communications between people who are out of sight or in other
buildings within your facility?

Between the parking lot and your building?

Within different parts of the building?

If you’re using hand held radios (walkie-talkies) what is their range?

Does everyone know how to use them? What is your back up plan if these fail?
Do you use cell phones as your communications?

Better than nothing but a poor option.
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External Communications

How do you communicate with outside agencies?

» Land Lines?

» Cell Phones?

» Do you have emergency and important numbers posted where they can be found quickly?

» Along with 911 do you have direct numbers to Law enforcement and fire and EMS
Departments?

The site risk assessment should include anything that may affect your employees, staff, and anyone else

that may be affected by an active shooter or employee violence incident.

IMPLEMENT A FIREARMS POLICY FOR YOUR PLACE OF BUSINESS OR PLACE OF
WORSHIP MODULE.

Every church or business should have a firearms policy covering at least the philosophical stance of the
organization regarding firearms. Remember this policy will have no effect on the active shooter. It will
only impact the employees and guests in your facility. Different entities may go about this in very
different ways regarding the possession of and possible use of firearms on their properties. The policy
should specify who, if anyone, can or cannot carry a firearm onto and in a place of worship or business.
There are basically five options to choose from.
> Allow all concealed carry permitted persons to carry concealed handguns on the premise, if not
otherwise in violation of the law. (ie. If the church or business is a school)
> Restrict the concealed carry of handguns to only DESIGNATED personnel who are lawfully
able to possess a fircarm on the premise
> Restrict the concealed carry of handguns to only designated personnel who are lawfully able to
possess a firearm on the premise AND have received advanced training in the use of the firearm
in critical situations
» Prohibit all persons from carrying firearms, either open carry or concealed carry on the premise.
»  Allow any person who can lawfully possess firearms to carry them openly on the premise.



Some of the factors that need to be considered when deciding to allow someone to possess ot carty a
firearm at your organization are.

How will the appointments be made? Based on what criteria?

What level of training will be required of the people appointed?

How will it be insured that the required level of training has been met and continually updated
How will it be insured that the appointed persons can legally carry a firearm?

How will you document the needed information and training?

What type of weapons will be allowed and how will they be secured?
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Any church or business considering allowing or appointing persons to be armed with a firearm, or any
other weapon on the premises, should have met and discussed these issues with the leaders of that
organization. Whatever the decision is, it should be written into your policy in very clear terms. Before
any decision is made, the organizations insurance carrier should be consulted. .

An organization cannot take this decision lightly. They must carry out that decision responsibly buy
assuring that the people allowed to possess and carry weapons receive the training they need and the
ability to maintain their skills over time.

NOTE: The North Carolina General Statues covering the carrying and possessing of firearms on
school grounds are appended at the end of this document.)

SELECTING A SECURITY TEAM AND APPOINTING A LEADER

When selecting personnel for your security team you must be very careful to select the right people.
You want people on your team that have some life experiences and who are even tempered. Someone
that can think on their feet under pressure. The team members need to be people who understand and
will comply with all of the rules and policies enacted by the organization regarding security issues.
They must understand the responsibilities and liabilities of the security team actions. The team
members must understand that their time and effort, along with the need to train, will be required. .

Some items to consider when selecting team members are:

Conducting background checks

Personality of person

Ability to do the job

If going to be armed with a firearm make sure they are carrying it legally.
Willing to give the time needed for education and training for the position.
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TRAINING AND EDUCATION MODULE

Once you have the preliminary planning issues completed you must then educate and train your
cmployees or congregation regarding their part in carrying the plan out. The training can be conducted
several ways with a mass meeting of all involved; or within each department or section; or in a one-on -
one setting. In reality you will probability use all three methods, plus any other method you may
identify.



Your audience could be:
> Employees and volunteers.
> Church congregation.
> Community Jeaders/members that may be affected.
» Collaborative partners such as law enforcement, Fire and EMS, or any other stake holders.

Determine.
» Who will present the training?
> How will it be presented?
» Have any handouts or other materials needed.

Note: Always protect the confidentiality of sensitive information. Share sensitive information only on a
“need to know” basis.

Training and education regarding you security plan is a must, without it people will not know how they

are expected to react if an incident occurs. When people know you have a plan in place and what their
parts in it are, they will be far more at ease when they are presented with an emetgency situation.

DURING THE INCIDENT

Despite all of your preparation and planning you still might experience an incident whether it be an
active shooter, workplace violence or a natural disaster. Hopefully you’re planning and preparation will
put you in a better place to deal with incidents like this. The first planning step of PREVENTION
should lead you right into the next planning step which covers actions during the incident. It is during
an incident all of your prior planning pays off.

The second planning step is DURING THE, INCIDENT

If an incidence happens it will likely be fast, violent, loud, and somewhat chaotic, especially if it is an
active shooter incident. Expect panic! Some people will frecze in place; some will jump up and move
about trying to escape; and others may seek to hide where they are at. A few may fry and rush the
attacker(s). Your security team must be alert and ready for any and all of these rcactions. At the earliest
point your security team should be in action attempting to mitigate the incident.

Some of the first actions accomplished should be:
> The people designated to call 911 should be making the call as quick as possible.
» If the threat is on the outside of the building, start lock down procedures for the buildings. The
goal is to keep the threat on the outside if possible.
% If the threat in inside the building instigate your planned lock down procedures.
5 If applicable lock down and or evacuate any building with children in them.
> Security team should start directing people to the rally points.

NOTE: Rally points are pre-planned locations where everyone can be directed so they can be
accounted for after an incident. There should be a secirity team member designated for each area.



FBI Active Shooter Protocol Plan

Everyone in your organization should be made aware of the FBI Active Shooter Protocol Plan.

> RUN
> HIDE
» FIGHT

RUN
The first action is to try and run to escape the danger area if possible. Run to a designated rally point if
it is safe to do so. If the rally point is not a safe area run to any area of safety you can get to as quick as

you can.

HIDE

If you are not able to run then try and HIDE. Hide anyway you can behind desks, doors, in rooms,
wherever you can find a spot to hide. In some situations hiding may not be a good options because of
the area you find yourself in. Remember, that with some exceptions, hiding behind desks, cabinets,
doors, and other items may conceal you but they won’t protect you from bullets.

FIGHT '
If you can’t Run or Hide then you must FIGHT. Do not make it easy for the attacker to harm you. If

there is no other choice fight back by any means you can using any items you can get your hands on
(i.e. Fire extinguishers, letter openers, hard books, etc.). You will be fighting for your life.

Remember the decision either to run, hide, ot fight will be made most likely in seconds of the event

starting. The better trained and informed a person is up front,the better decision they will make if the
time comes. '

Interacting with First Responders

All North Carolina law enforcement officers reccives basically the same training across the state as to
how to respond to and mitigate an “Active Shooter” incident. They will come with their weapons at the
ready to climinate the threat as quick as possible. Tn an active shooter incident law enforcement's first
priority is to locate and stop the person(s) posing the threat. They may not be able to stop to help any
wounded persons, Their one immediate goal is to stop the threat.

Medical personal will be following up behind law enforcement to tend to any wounded as soon as they
safely can.



The following points should be stressed to your staff, employees, or congregation.

» Tollow all orders from law enforcement without argument or hesitation. They will not stop and
argue with you... do as told.

» Have and keep your up with nothing in them and your fingers spread wide.

» No matter what has happened never approach law enforcement with a firearm, or any other
weapon in your hand. NEVER.

» Law enforcement may not be able to distinguish the “good guys” from the “bad guys.” They
may and will treat everyone as a “bad guy” until identification can be made.

» Unless asked by a law enforcement officer do not intervene. Stay back and stay out of the way.

» Though you may know all of the police officers in your arca, there will most likely be officers
responding from different areas and you will not know them. Do not rely on any officer
knowing who you are by sight.

> Tt will be a chaotic fast moving situation, stay in a safe place and follow orders as they are
given.

» After the threat has been neutralized first responders will begin directing and advising everyone
on what to do and what will be needed from them.

The security team should have a specified person(s) located in a safc area to meet first arriving law
enforcement to give them the basic information regarding the incident. It must be readily visible to first
arriving responders that this person is unarmed.

After the threat has been neutralized the security team should stand ready to help in any way they can
on direction from all enforcement, and by implementing their policy and procedures for such a
situation. '

e tird plansing stp s DEALING WITH THE AFTERMATH

Immediately after an incident emotions will be running high and there will a lot of uncertainty ‘
surrounding the situation. There will be a lot of different actions going on at the same time from law
enforcement functions to rescue functions.

During this time it is important that the security team coordinate all activities with the first responders
and follow their directions. Some things the security team would consider will be the following.

» Continue to manage the rally points and assist first responders as directed.
» If not already done identify a spokesman to address the media, family members, and public

along with the first responder’s media spokesperson.
> Continue to circulate reassuring people and listen and obey the directions of the first

responders.



In the immediate aftermath First Responders will:

Assume command of the incident.

The area will be treated as a crime scene and the investigation will be conducted as such.
Treat and transport injured individuals from the scene to medical facilities.

They will initiate an investigation. (This could take hours, days, or weeks depending on the
scope of the incident.)

Interview witnesses.

Set and preserve the crime scene.

Coordinate continuing activities of the security team.

At the proper time, conduct a debrief with the security team on all actions taken.
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Continuity of Operation Plan. (COOP)

After an incident your place of business or worship may or may not be accessible to be used for some
period of time. Your written plan should spell out what your “Continuity of Operation Plan will be.”

Some things to consider would be:

» Do you have an alternate place to conduct business or worship if needed?

» Do you have a method to access records and other documents if they are destroyed or
unobtainable for a period of time?

» Consider how to obtain any temporary equipment or computers if needed?

» Analyze the impact of the incident on all that were involved or exposed to it to assess their
ability to continue their duties.

The above are not the only considerations depending on the size of your business or congregation.
There may be many more things you need to consider for long term continuity of operation plans.

Planning and Oversight Committee Review of the Critical Incident

As soon as possible after the event has been handled the planning and oversight committee should
review all reports filed by the security team.

» They should make adjustment to the emergency plan as needed based on lessons learned.
» Update security plan and conduct new training as needed.
» Provide copies of the updated plans to all concerned including first responders.

To sum it up.

An active shooter incident will be a very chaotic and emotional event and affect people and the
community for a long time. The community will never be the same as it was before the incident. The
better you are trained and prepared the greater chance you will have to hopefully mitigate and lessen
the impact the event may have otherwisc had on the community.



If you follow the suggestions presented in this booklet you will be better prepared to produce a
workable emergency plan to mitigate these incidents and other security issues. But, to be effective the
plan must be written, distributed and understoed by all. It must be exercised and revised af least several
times a year. [f you write a plan and put it on a shelf and never review and update it don't expect it to be
of much use when it is needed.

Though we hope it will never be needed the Carteret County Sheriff’s Office starnds ready to assist you
in your emergency planning efforts. It is our goal to make the community we all live in safer by
partnering with each other in dealing with incidents as covered in this booklet.






