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1. BACKGROUND TO ACCESS TO INFORMATION

The Promotion of Access to Information Act No. 2 of 2000 (“PAIA”) gives effect to the constitutional
right of access to information held by the State and private bodies where such information is
required for the exercise or protection of rights.

Section 51 of PAIA requires all private bodies to compile a manual containing information relating
to the records held by the organisation and the procedures to request access to such records.

Where a request for access to information is made in accordance with PAIA, Zuid-Afrikaans
Hospital (“ZAH”) / ZAH Day Hospital will provide access to such information unless grounds for
refusal apply in terms of the Act.

2. INTRODUCTION

This Manual is prepared in accordance with:

e The Promotion of Access to Information Act, No. 2 of 2000 (“PAIA”); and

e The Protection of Personal Information Act, No. 4 of 2013 (“POPIA”).
Zuid-Afrikaans Hospital (“ZAH”) / ZAH Day Hospital are committed to:

e Transparency;

e Accountability;

o Ethical information governance;

e Lawful processing of personal information;

e Protection of patient, employee, and stakeholder information;

e Compliance with applicable legislation.
3. PURPOSE OF THE MANUAL

The purpose of this Manual is to:
+ Facilitate requests for access to records;
e Describe categories of records held by ZAH / ZAH Day Hospital,
e Outline procedures for requesting access to information;
e Provide transparency regarding personal information processing;
o Enable data subject rights;

e Support compliance with PAIA and POPIA.
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4. LIST OF ACRONYMS AND ABBREVIATIONS

Acronym
CEO

Client

Data Subject
DIO

10

Manual
PAIA

POPIA
Processing
Regulator
Requester
Third-Party
ZAH

ZAH Day Hospital

Meaning

Chief Executive Officer

A natural or juristic person receiving services from ZAH / ZAH Day
Hospital

The natural or juristic person to whom personal information relates
Deputy Information Officer

Information Officer

This PAIA Manual, including annexures

Promotion of Access to Information Act No. 2 of 2000

Protection of Personal Information Act No. 4 of 2013

Any operation concerning personal information

Information Regulator

Person requesting access to records

Independent contractor, operator, consultant or service provider
Zuid-Afrikaans Hospital

ZAH Day Hospital

5. MANUAL IN TERMS OF SECTION 51 OF PAIA

This Manual is compiled in accordance with Section 51 of PAIA.

This Manual:

o Facilitates requests for access to records;

e Provides categories of information held by ZAH / ZAH Day Hospital,

o Describes records available without formal request;

o Lists records available in terms of other legislation;

¢ Provides Information Officer contact details;

o Explains the PAIA Guide;

e Explains personal information processing activities;

o Describes recipients of personal information;

e Describes transborder information transfers;

o Confirms security safeguards implemented by ZAH / ZAH Day Hospital.

This Manual does not replace PAIA or POPIA, and requesters are encouraged to familiarise
themselves with the applicable legislation.
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6. ORGANISATIONAL DETAILS

Information Officer

Name: Robert Jordaan

Position: Chief Executive Officer / Information Officer
Email: robert@zah.co.za

Telephone: 082 565 5967

Deputy Information Officer

Name: Priscilla Botha

Position: Deputy Information Officer
Email: priscilla@zah.co.za
Telephone: 082 853 0239

General access to information contact

Email: customercare@zah.co.za / customercare@zahday.co.za

7. GOVERNANCE FRAMEWORK

ZAH / ZAH Day Hospital have established a formal Information Governance and POPIA
Compliance Framework.

The framework includes:
e Oversight by the Information Officer;
o Departmental accountability structures;
e Compliance monitoring processes;
¢ Risk management processes;
¢ Incident and breach escalation processes;
e Periodic policy reviews;
o Staff awareness and training initiatives;
e Privacy Impact Assessments (PIIAs);
e Compliance registers and operational monitoring processes.

The Chief Executive Officer serves as the designated Information Officer in accordance with PAIA
and POPIA requirements.

Deputy Information Officer(s) may be formally appointed to support operational implementation
and compliance activities under delegated authority from the Information Officer.
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Responsibilities of the Information Officer

The Information Officer is responsible for:

Monitoring compliance with PAIA and POPIA,;
Liaising with the Information Regulator;
Managing data subject requests;

Managing breach notification obligations;
Approving Privacy Impact Assessments (PlIAs);

Monitoring implementation of information governance controls.

Responsibilities of the Deputy Information Officer

The Deputy Information Officer assists with:

Operational implementation of compliance measures;
Staff awareness and training;
Information request administration;

Incident reporting coordination.

Responsibilities of Managers

Managers are responsible for:

8.

Ensuring staff compliance;

Reporting information security incidents;

Ensuring secure handling of personal information within their departments.

PAIA GUIDE

The PAIA Guide published by the Information Regulator is available in all official South African
languages.

The Guide may be obtained from:

Information Regulator
JD House

27 Stiemens Street
Braamfontein
Johannesburg

Website: Information Requlator South Africa
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9.

RECORDS AUTOMATICALLY AVAILABLE

The following records are automatically available without a formal PAIA request:

10.

Public website information;
Media releases;

Health awareness material;
Contact information;

Privacy notices;

PAIA Manual;

Public complaint procedures;

Publicly available policies and notices, where applicable.

RECORDS AVAILABLE IN TERMS OF OTHER LEGISLATION

Records may also be available in terms of:

National Health Act;

Labour Relations Act;

Basic Conditions of Employment Act;
Employment Equity Act;
Occupational Health and Safety Act;
Companies Act;

Income Tax Act;

Value Added Tax Act;

Compensation for Occupational Injuries and Diseases Act;
Medical Schemes Act;

Nursing Act;

Health Professions Act;

Electronic Communications and Transactions Act.
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11.

RECORDS HELD BY ZAH / ZAH Day Hospital

Patient and Clinical Records

Medical records;

Nursing records;

Clinical reports;

Laboratory and radiology reports;
Consent forms;

Incident and medico-legal reports;
Mortality and morbidity records;

Billing and patient administration records.

Human Resources Records

Personnel files;
Employment contracts;
Payroll records;

Training records;
Performance evaluations;
Disciplinary records;

Occupational health records.

Financial Records

Accounting records;
Banking information;

Asset registers;

Debtor and creditor records;

Tax documentation.

Governance and Operational Records

Policies and procedures;
Risk management records;
Audit reports;

Governance reports;

Quiality assurance records.
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Information Technology Records

12.

System access logs;
Incident logs;

Asset registers;
Backup records;

ICT policies and procedures.

PROCESSING OF PERSONAL INFORMATION

ZAH | ZAH Day Hospital processes personal information for:

Patient care and treatment;
Clinical administration;

Billing and financial administration;
Human resources administration;
Legal and regulatory compliance;
Security and access control;

Operational management.

Categories of Data Subjects

ZAH processes personal information relating to:

Patients;

Employees;

Doctors and allied healthcare workers;
Contractors and suppliers;

Visitors;

Students and volunteers.

Categories of Personal Information

Personal information processed may include:

Identification information;
Contact information;

Medical and clinical information;
Financial information;
Employment information;

Biometric and CCTV data;
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o Electronic identification information.

Lawful basis for processing
Personal information is processed based on:

e Consent;

e Legal obligation;

e Contractual necessity;

e Legitimate interest;

¢ Vital interest in emergency medical care;
o Compliance with healthcare legislation.

Purpose specification

Personal information is collected for specific, explicit, and lawful purposes and will not be
processed in a manner incompatible with those purposes.

Information quality
ZAH / ZAH Day Hospital take reasonable steps to ensure that personal information is:
e Accurate;
e Complete;
e Relevant;
e Updated where necessary.
Retention and destruction
Personal information is retained in accordance with:
o Applicable legislation;
o Clinical governance requirements;
¢ Operational requirements;
e Medico-legal obligations.
Examples of retention periods may include:

e Patient records retained in accordance with healthcare legislation and medico-legal
requirements;

e Financial records retained in accordance with applicable tax legislation;
o Employment records retained in accordance with labour legislation.

Secure destruction procedures are implemented where records are no longer required.
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ZAH / ZAH Day Hospital may transfer personal information outside South Africa where operational,

TRANSBORDER DATA FLOWS

clinical, technological, or administrative requirements necessitate such transfer.

Examples may include:

Cloud-based systems;
Electronic backups;
International software providers;
Specialist consultations;

International communication systems.

Such transfers will only occur where:

Adequate protection exists;
Appropriate agreements are in place;

Consent is obtained where required;

The transfer is necessary for patient care or contractual obligations.

14. SECURITY SAFEGUARDS

ZAH / ZAH Day Hospital implements reasonable technical and organisational measures to protect

personal information against:

Loss;

Damage;
Unauthorised access;
Unlawful processing;

Destruction.

Technical safeguards

Firewalls;

Antivirus and malware protection;
Password protection;

Access control measures;
Secure backups;

Encryption where applicable;

Audit logging.
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Organisational Safeguards

o Confidentiality agreements;

¢ Role-based access control;

o Staff awareness and training;

e Secure document storage;

e Incident reporting procedures.

Third-Party and Operator controls

Third-party operators processing personal information on behalf of ZAH / ZAH Day Hospital are

required to:

e Enter into confidentiality and/or data protection agreements, including service level
agreements (SLAs), memoranda of understanding (MOUSs), non-disclosure agreements

(NDAs), or other appropriate contractual arrangements;

e Implement adequate security safeguards;

e Report security compromises immediately;

e Comply with POPIA requirements.

Security verification

ZAH / ZAH Day Hospital periodically reviews and verifies the effectiveness of implemented security

safeguards.

15. DATA BREACH MANAGEMENT

ZAH / ZAH Day Hospital maintains a documented breach response process.

The process includes:
e Identification and reporting of incidents;
e |Immediate containment measures;
e Investigation and risk assessment;
e Corrective actions;

e Documentation and record keeping;

o Notification to affected parties where required;

« Noatification to the Information Regulator where legally required.
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Information security incidents and breaches are managed in accordance with applicable ZAH /
ZAH Day Hospital incident management and adverse event processes, including SafeCyte
reporting and the Adverse Event Policy (ZAH-QM P005).

All employees are required to report suspected or actual information security incidents immediately.
16. DATA SUBJECT RIGHTS

Data subjects have the right to:
e Access personal information;
e Request correction or updating of information;
¢ Request deletion or destruction where appropriate;
e Obiject to processing;
« Withdraw consent where processing is based on consent;
e Lodge complaints with the Information Regulator.
Request handling
All requests will:
o Be verified for identity and authority;
¢ Be recorded in a request register;
e Be processed within legislated timeframes;
o Be handled confidentially.
Objections and direct marketing
ZAH |/ ZAH Day Hospital does not generally engage in unsolicited direct marketing activities.
Where direct marketing activities are conducted, it is managed in accordance with POPIA
requirements.

17. REQUEST PROCEDURE

Requests for information must:
o Be submitted using the prescribed forms where applicable;
¢ Include adequate identification details;
e Include proof of authority where applicable;
e Clearly identify the records requested.

Applicable prescribed forms may include:

ZAH-MX-P011a Version: V1 Effective date: Review date:
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e Form 1 — Objection to Processing;

e Form 2 — Request for Access to Information;

¢ Form 3 — Request for Correction or Deletion of Personal Information;
e Form 4 — Consent for Direct Marketing where applicable.

Requests will be processed within legislated timeframes.

18. PRESCRIBED FEES

Applicable fees will be charged in accordance with PAIA regulations.

19. GROUNDS FOR REFUSAL

Access to information may be refused where permitted by PAIA, including where:
e Disclosure would unreasonably breach privacy;
e Records are legally privileged;
e Disclosure is prohibited by law;
o Commercial confidentiality applies;

o Disclosure may compromise safety or security.

20. COMPLAINTS PROCESS

Complaints relating to access to information or personal information processing may be directed
to:

e The Information Officer; or
e The Information Regulator.
Compilaints will:
e Be documented and investigated;
e Be acknowledged and responded to within reasonable operational timeframes;

e Be escalated where necessary.
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21. TRAINING AND AWARENESS

ZAH / ZAH Day Hospital conducts ongoing awareness and training initiatives relating to:
e POPIA compliance;
e PAIA compliance;
o Confidentiality obligations;
e Information security;
e Incident reporting procedures.
Training includes:
¢ Employee orientation and induction training;
e Annual refresher training;
e Awareness communication;
e Policy dissemination.

Training attendance records are maintained.
22. PRIVACY IMPACT ASSESSMENTS (PIllAs)

ZAH / ZAH Day Hospital conducts Privacy Impact Assessments for high-risk processing activities,
including:

e Electronic medical record systems;
e Cloud-based systems;
e CCTV and biometric systems;
e New projects involving sensitive personal information;
e Third-party processing arrangements.
The purpose of PllAs is to:
o |dentify privacy and information security risks;
o Evaluate compliance obligations;
¢ Implement mitigation measures;
e Ensure lawful processing.

PlIAs are reviewed periodically or when significant operational changes occur.
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23. AVAILABILITY OF THE MANUAL

This Manual is available:
e On the official ZAH / ZAH Day Hospital website;
e At the principal place of business;

e Onrequest

24. PRIVACY STATEMENT
ZAH | ZAH Day Hospital respects the privacy of all patients, employees, contractors, visitors, and
stakeholders.

Personal information is processed lawfully, transparently, and securely in accordance with
applicable legislation, including PAIA and POPIA.

ZAH / ZAH Day Hospital is committed to implementing reasonable organisational and technical
safeguards to protect personal information and maintain confidentiality, integrity, and availability of
information under its control.

Updated and revised: May 2026

b

JA
Robert Jordaan
CEO / Information Officer

/%an‘i\a .

Priscilla Botha
Nursing Manager
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